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Professional Summary
Highly skilled Cyber Security Engineer with 5 years of experience in safeguarding digital assets.  Proven expertise in 
penetration testing, vulnerability assessment, and implementing robust security solutions. Certified in OSCP, CompTIA 
CYSA+, CompTIA Pentest+ and CEH, demonstrating a deep understanding of offensive and defensive security practices. 
Possessing hands-on experience with a diverse range of cyber security technologies, I am adept at identifying, mitigating,  
and responding to threats. Committed to staying at the forefront of the industry to protect organizations from evolving  
cyber risks.

PROFESSIONAL EXPERIENCE
Senior Presales & Technical Consultant | iConnect IT Business Solutions DMCC | Dubai, UAE | JAN 2022 – Present

 Proven track record in delivering expert cybersecurity presales consulting and technical presentations.
 Successfully presented and demonstrated PAM, EDR, XDR, and SIEM solutions, driving client adoption.
 Implemented and presented robust email security solutions, including DMARC, to mitigate phishing risks.
 Conducted technical workshops and POCs, showcasing the value of automated penetration testing tools.
 Articulated the benefits of compliance and GRC solutions simplifying client understanding.
 Presented and demonstrated data classification and DLP solutions, enhancing data protection strategies.
 Provided strategic presales guidance on endpoint privilege management (EPM) solutions.
 Conducted thorough needs assessments to tailor cybersecurity solutions to client requirements.
 Developed and delivered compelling presentations and RFP/RFI responses.
 Effectively communicated complex cybersecurity concepts to diverse audiences.
 Collaborated with sales and engineering teams to ensure successful solution delivery.
 Built strong relationships with clients, fostering trust and ensuring customer satisfaction.
 Demonstrated expertise in presenting and demonstrating Microsoft Security suite of products.

Cyber Security Lead | iConnect IT Business Solutions DMCC | Dubai, UAE 

 Led and managed multiple VAPT projects, ensuring successful delivery within defined timelines and budgets.
 Developed and implemented comprehensive security strategies and roadmaps aligned with organizational goals. 
 Built and led high-performing cyber security teams, fostering a culture of innovation and continuous learning.
 Conducted risk assessments and developed mitigation plans to protect critical assets.
 Provided strategic guidance to senior management on cyber security initiatives and investments.
 Effectively communicated complex technical information to both technical and non-technical audiences.
 Built strong relationships with internal and external stakeholders to ensure alignment on security objectives.
 In-depth knowledge of industry-standard security frameworks and compliance standards 
 Proficient in vulnerability assessment and penetration testing methodologies and tools.
 Strong understanding of cloud security architectures and best practices.

Advisor -  Cyber Security | iConnect IT Business Solutions DMCC | Dubai, UAE 

 Successfully led the implementation of Security  solutions enhancing data security and compliance.
 Conducted comprehensive security assessments to identify vulnerabilities and recommend remediation strategies.
 Implemented rights management solutions to safeguard sensitive information.
 Demonstrated expertise in securing cloud environments, ensuring data privacy and compliance.
 Provided strategic guidance on cybersecurity initiatives, aligning with business objectives.
 Conducted risk assessments to identify and prioritize threats and vulnerabilities.
 Developed and implemented effective security policies and procedures.
 Built strong relationships with clients and stakeholders to understand their security needs.
 Effectively communicated complex technical information to both technical and non-technical audiences.
 Collaborated with cross-functional teams to drive successful security projects.

https://www.linkedin.com/in/basimcibrahim/
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Information Security Consultant | qSEAP Infotech | Mumbai, India | JAN 2021

 Expert in vulnerability assessment, penetration testing, and application security.
 Strong focus on banking domain and security auditing.
 Proficient in source code review and risk assessment.
 Skilled in using penetration testing tools and scripting languages.
 Proficient in implementing and managing endpoint and server security solutions.
 Skilled in network security monitoring, threat detection, and incident response.
 Expertise in firewall administration, intrusion detection/prevention systems.
 Strong knowledge of network protocols, encryption, and VPN technologies.
 Ability to perform vulnerability assessments and risk assessments.

Education and Certifications
 Post Graduate Diploma in Artificial Intelligence and Machine Learning | NIELIT INDIA | 2020
 Bachelor of Cyber Forensic | MG University | 2019
 Certified Ethical Hacker [CEH]| CompTIA CySA+ | CompTIA Pentest+
 Offensive Security Certified Professional [OSCP]

Solutions and Tools:
 Email Security : Mimecast , TDMARC, Proofpoint, DMARC Analyzer, Mail Hardner, Email Auth, Microsoft

 Classification and DLP : Forcepoint, Indefend, iTSMine, Safetica, Klassify, GetVisiblity, Microsoft Titus.

 VAPT: Nessus, Acunetix, Burp Suite, Pentera, Qualis, Invicti, Kali Linux, Rapid7, IBM APP Scan

 Awareness Training & Phishing Campaign: KnowBe4, Kaspersky ASAP , Human Firewall, Microsoft

 Brand Protection : RecordedFuture, RSecurity, CloudSek, Cyble

 Third Party Risk Monitoring: RiskRecon, Security Score Card, SpiderSilk,

 PAM & IAM : Get Visiblity, Arcon PAM and CI, BeyondTrust, Wallyx

 Endpoint Security: Sentinel One,Crowdstrike,Microsoft,Symantec, Trellix, Trend Micro

 Patch Management : ManageEngine, ConnectWise,Ningaone

 EPM : BeyondTrust, ManageEngine, Ivanti

 GRC: Securiti.ai , Microsoft Purview, Metric Stream

Projects
 MINI PROJECT: ADVANCED ANDROID REMOTE ACCESS AND RECOVERY TOOL.

Designed for preventing Android devices theft, coded using PHP, JAVA and VB.Net.
 MAIN PROJECT: ADVANCED RADIO SIGNAL HIJACKING TOOL.

Designed to decode police radio frequencies and take over existing FM radio frequency and broadcast on them.
 MAIN PROJECT: Gene Prediction using Machine Learning.

Predicting genes category and identifying the nativity and other characters.
 MAIN PROJECT: Smart Police: Surveillance System using AI.

Smart Number Plate identification system, vehicle identification system, sleepy driver detection, helmet detection, crime prediction, facial  
recognition system.

 MAIN PROJECT: Indian Census Analysis using R Programming.
Analyzing the different aspects of Indian Domain to get a better understanding about the areas that need Attention.
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